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UNIT II 

Software Risks 

Although there has been considerable debate about the proper definition for 

software risk, there is general agreement that risk always involves two 

characteristics: 

 

Uncertainty :- the risk may or may not happen; that is, there are no 100 percent 

probable risks1—and loss—if the risk becomes a reality, unwanted consequences 

or losses will occur [Hig95]. When risks are analyzed, it is important to quantify 

the level of uncertainty and the degree of loss associated with each risk. To 

accomplish this, different categories of risks are considered. 

Project risks threaten the project plan. That is, if project risks become real, it is 

likely that the project schedule will slip and that costs will increase. Project risks 

identify potential budgetary, schedule, personnel (staffing and organization), 

resource, stakeholder, and requirements problems and their impact on a software 

project. 

 

Technical risks threaten the quality and timeliness of the software to be produced. 

If a technical risk becomes a reality, implementation may become difficult or 

impossible. Technical risks identify potential design, implementation, interface, 

verification, and maintenance problems. In addition, specification ambiguity, 

technical uncertainty, technical obsolescence, and ―leading-edge‖ technology are 

also risk factors. Technical risks occur because the problem is harder to solve than 

you thought it would be. 

Business risks threaten the viability of the software to be built and often jeopardize 

the project or the product. Candidates for the top five business risks are (1) 

building an excellent product or system that no one really wants (market risk), (2) 

buildinga product that no longer fits into the overall business strategy for the 

company (strategic risk), (3) building a product that the sales force doesn’t 

understand how to sell (sales risk), (4) losing the support of senior management 

due to a change in focus or a change in people (management risk), and (5) losing 

budgetary or personnel commitment (budget risks). 

It is extremely important to note that simple risk categorization won’t always 

work. Some risks are simply unpredictable in advance. 



Another general categorization of risks has been proposed by Charette [Cha89]. 

Known risks are those that can be uncovered after careful evaluation of the project 

plan, the business and technical environment in which the project is being 

developed, and other reliable information sources (e.g., unrealistic delivery date, 

lack of documented requirements or software scope, poor development 

environment). Predictable risks are extrapolated from past project experience (e.g., 

staff turnover, poor communication with the customer, dilution of staff effort as 

ongoing maintenance requests are serviced). Unpredictable risks are the joker in 

the deck. They can and do occur, but they are extremely difficult to identify in 

advance. 

 

Risk Identification 

Risk identification is a systematic attempt to specify threats to the project plan 

(estimates, schedule, resource loading, etc.). By identifying known and predictable 

risks, the project manager takes a first step toward avoiding them when possible 

and controlling them when necessary. 

There are two distinct types of risks for each of the categories that have been 

presented generic risks and product-specific risks. Generic risks are a potential 

threat to every software project. Product-specific risks can be identified only by 

those with a clear understanding of the technology, the people, and the 

environment that is specific to the software that is to be built. To identify product-

specific risks, the project plan and the software statement of scope are examined, 

and an answer to the following question is developed: ―What special characteristics 

of this product may threaten our project plan?‖ 

One method for identifying risks is to create a risk item checklist. The checklist 

can be used for risk identification and focuses on some subset of known and 

predictable risks in the following generic subcategories: 

• Product size—risks associated with the overall size of the software to be built or 

modified. 

• Business impact—risks associated with constraints imposed by management or 

the marketplace. 

• Stakeholder characteristics—risks associated with the sophistication of the 

stakeholders and the developer’s ability to communicate with stakeholders in a 

timely manner. 

• Process definition—risks associated with the degree to which the software 

process has been defined and is followed by the development organization. 

• Development environment—risks associated with the availability and quality of 

the tools to be used to build the product. 



• Technology to be built—risks associated with the complexity of the system to be 

built and the ―newness‖ of the technology that is packaged by the system. 

• Staff size and experience—risks associated with the overall technical and project 

experience of the software engineers who will do the work. 

The risk item checklist can be organized in different ways. Questions relevant to 

each of the topics can be answered for each software project. The answers to these 

questions allow you to estimate the impact of risk. A different risk item checklist 

format simply lists characteristics that are relevant to each generic subcategory. 

Finally, a set of ―risk components and drivers‖ [AFC88] are listed along with their 

probability of occurrence. Drivers for performance, support, cost, and schedule are 

discussed in answer to later questions. 

 

Risk Projection 

Risk projection, also called risk estimation, attempts to rate each risk in two ways 

(1) the likelihood or probability that the risk is real and (2) the consequences of the 

problems associated with the risk, should it occur. You work along with other 

managers and technical staff to perform four risk projection steps: 

1. Establish a scale that reflects the perceived likelihood of a risk. 

2. Delineate the consequences of the risk. 

3. Estimate the impact of the risk on the project and the product. 

4. Assess the overall accuracy of the risk projection so that there will be no 

misunderstandings. 

The intent of these steps is to consider risks in a manner that leads to prioritization. 

No software team has the resources to address every possible risk with the same 

degree of rigor. By prioritizing risks, you can allocate resources where they will 

have the most impact. 



 

 

 

Risk Refinement 

During early stages of project planning, a risk may be stated quite generally. As 

time passes and more is learned about the project and the risk, it may be possible to 

refine the risk into a set of more detailed risks, each somewhat easier to mitigate, 

monitor, and manage. 

One way to do this is to represent the risk in condition-transition-consequence 

(CTC) format [Glu94]. That is, the risk is stated in the following form: 

 

Given that <condition> then there is concern that (possibly) <consequence>. 

Using the CTC format for the reuse risk noted in Section 28.4.2, you could write: 

Given that all reusable software components must conform to specific design 

standards and that some do not conform, then there is concern that (possibly) only 



70 percent of the planned reusable modules may actually be integrated into the as-

built system, resulting in the need to custom engineer the remaining 30 percent of 

components. This general condition can be refined in the following manner: 

Subcondition 1. Certain reusable components were developed by a third party with 

no knowledge of internal design standards. 

Subcondition 2. The design standard for component interfaces has not been 

solidified and may not conform to certain existing reusable components. 

Subcondition 3. Certain reusable components have been implemented in a 

language that is not supported on the target environment. 

The consequences associated with these refined subconditions remain the same 

(i.e., 30 percent of software components must be custom engineered), but the 

refinement helps to isolate the underlying risks and might lead to easier analysis 

and response. 

 

Risk Mitigation monitoring and Management (RMMM) 

All of the risk analysis activities presented to this point have a single goal—to 

assist the project team in developing a strategy for dealing with risk. An effective 

strategy must consider three issues: risk avoidance, risk monitoring, and risk 

management and contingency planning. If a software team adopts a proactive 

approach to risk, avoidance is always the best strategy. This is achieved by 

developing a plan for risk mitigation. For example, assume that high staff turnover 

is noted as a project risk r1. Based on past history and management intuition, the 

likelihood l1 of high turnover is estimated to be 0.70 (70 percent, rather high) and 

the impact x1 is projected as critical. That is, high turnover will have a critical 

impact on project cost and schedule. To mitigate this risk, you would develop a 

strategy for reducing turnover. Among the possible steps to be taken are: 

• Meet with current staff to determine causes for turnover (e.g., poor working 

conditions, low pay, competitive job market). 

• Mitigate those causes that are under your control before the project starts. 

• Once the project commences, assume turnover will occur and develop techniques 

to ensure continuity when people leave. 

• Organize project teams so that information about each development activity is 

widely dispersed. 

• Define work product standards and establish mechanisms to be sure that all 

models and documents are developed in a timely manner. 

• Conduct peer reviews of all work (so that more than one person is ―up to speed‖). 

• Assign a backup staff member for every critical technologist. 

As the project proceeds, risk-monitoring activities commence. The project manager 

monitors factors that may provide an indication of whether the risk is becoming 



more or less likely. In the case of high staff turnover, the general attitude of team 

members based on project pressures, the degree to which the team has jelled, 

interpersonal relationships among team members, potential problems with 

compensation and benefits, and the availability of jobs within the company and 

outside it are all monitored. 

In addition to monitoring these factors, a project manager should monitor the 

effectiveness of risk mitigation steps. For example, a risk mitigation step noted 

here called for the definition of work product standards and mechanisms to be sure 

that work products are developed in a timely manner. This is one mechanism for 

ensuring continuity, should a critical individual leave the project. The project 

manager should monitor work products carefully to ensure that each can stand on 

its own and that each imparts information that would be necessary if a newcomer 

were forced to join the software team somewhere in the middle of the project. Risk 

management and contingency planning assumes that mitigation efforts have failed 

and that the risk has become a reality. Continuing the example, the project is well 

under way and a number of people announce that they will be leaving. If the 

mitigation strategy has been followed, backup is available, information is 

documented, and knowledge has been dispersed across the team. In addition, you 

can temporarily refocus resources (and readjust the project schedule) to those 

functions that are fully staffed, enabling newcomers who must be added to the 

team to ―get up to speed.‖ Those individuals who are leaving are asked to stop all 

work and spend their last weeks in ―knowledge transfer mode.‖ This might include 

video-based knowledge capture, the development of ―commentary documents or 

Wikis,‖ and/or meeting with other team members who will remain on the project. 

It is important to note that risk mitigation, monitoring, and management (RMMM) 

steps incur additional project cost. For example, spending the time to back up 

every critical technologist costs money. Part of risk management, therefore, is to 

evaluate when the benefits accrued by the RMMM steps are outweighed by the 

costs associated with implementing them. In essence, you perform a classic cost-

benefit analysis. If risk aversion steps for high turnover will increase both project 

cost and duration by an estimated 15 percent, but the predominant cost factor is 

―backup,‖ management may decide not to implement this step. On the other hand, 

if the risk aversion steps are projected to increase costs by 5 percent and duration 

by only 3 percent, management will likely put all into place. 

 

For a large project, 30 or 40 risks may be identified. If between three and seven 

risk management steps are identified for each, risk management may become a 

project in itself! For this reason, you should adapt the Pareto 80–20 rule to 

software risk. Experience indicates that 80 percent of the overall project risk (i.e., 

80 percent of the potential for project failure) can be accounted for by only 20 



percent of the identified risks. The work performed during earlier risk analysis 

steps will help you to determine which of the risks reside in that 20 percent (e.g., 

risks that lead to the highest risk exposure). For this reason, some of the risks 

identified, assessed, and projected may not make it into the RMMM plan—they 

don’t fall into the critical 20 percent (the risks with highest project priority). 

 

Risk is not limited to the software project itself. Risks can occur after the software 

has been successfully developed and delivered to the customer. These risks are 

typically associated with the consequences of software failure in the field. 

Software safety and hazard analysis (e.g., [Dun02], [Her00], [Lev95]) are software 

quality assurance activities (Chapter 16) that focus on the identification and 

assessment of potential hazards that may affect software negatively and cause an 

entire system to fail. If hazards can be identified early in the software engineering 

process, software design features can be specified that will either eliminate or 

control potential hazards. 

 

Software configuration management 

The output of the software process is information that may be divided into three 

broad categories: (1) computer programs (both source level and executable forms), 

(2) work products that describe the computer programs (targeted at various 

stakeholders), and (3) data or content (contained within the program or external to 

it). The items that comprise all information produced as part of the software 

process are collectively called a software configuration. 

As software engineering work progresses, a hierarchy of software configuration 

items (SCIs)—a named element of information that can be as small as a single 

UML diagram or as large as the complete design document—is created. If each 

SCI simply led to other SCIs, little confusion would result. Unfortunately, another 

variable enters the process—change. Change may occur at any time, for any 

reason. In fact, the First Law of System Engineering [Ber80] states: ―No matter 

where you are in the system life cycle, the system will change, and the desire to 

change it will persist throughout the life cycle.‖ What is the origin of these 

changes? The answer to this question is as varied as the changes themselves. 

However, there are four fundamental sources of change: 

• New business or market conditions dictate changes in product requirements or 

business rules. 

• New stakeholder needs demand modification of data produced by information 

systems, functionality delivered by products, or services delivered by a computer-

based system. 



• Reorganization or business growth/downsizing causes changes in project 

priorities or software engineering team structure. 

• Budgetary or scheduling constraints cause a redefinition of the system or product. 

 

Software configuration management is a set of activities that have been developed 

to manage change throughout the life cycle of computer software. SCM can be 

viewed as a software quality assurance activity that is applied throughout the 

software process. In the sections that follow, I describe major SCM tasks and 

important concepts that can help you to manage change. 

 

Baselines 

 
Change is a fact of life in software development. Customers want to modify 

requirements. Developers want to modify the technical approach. Managers want 

to modify the project strategy. Why all this modification? The answer is really 

quite simple. As time passes, all constituencies know more (about what they need, 

which approach would be best, and how to get it done and still make money). This 

additional knowledge is the driving force behind most changes and leads to a 

statement of fact that is difficult for many software engineering practitioners to 

accept: Most changes are justified! 

A baseline is a software configuration management concept that helps you to 

control change without seriously impeding justifiable change. The IEEE (IEEE 

Std. No.610.12-1990) defines a baseline as: 

A specification or product that has been formally reviewed and agreed upon, that 

thereafter serves as the basis for further development, and that can be changed only 

through formal change control procedures. 

Before a software configuration item becomes a baseline, changes may be made 

quickly and informally. However, once a baseline is established, changes can be 

made, but a specific, formal procedure must be applied to evaluate and verify each 

change. In the context of software engineering, a baseline is a milestone in the 

development of software. A baseline is marked by the delivery of one or more 

software configuration items that have been approved as a consequence of a 

technical review. 

For example, the elements of a design model have been documented and reviewed. 

Errors are found and corrected. Once all parts of the model have been reviewed, 

corrected, and then approved, the design model becomes a baseline. Further 

changes to the program architecture (documented in the design model) can be 

made only after each has been evaluated and approved. Although baselines can be 



defined at any level of detail, the most common software baselines are shown in 

Figure 22.1. 

 

 

 

Software Configuration Items 

 
I have already defined a software configuration item as information that is created 

as part of the software engineering process. In the extreme, a SCI could be 

considered to be a single section of a large specification or one test case in a large 

suite of tests. More realistically, an SCI is all or part of a work product (e.g., a 

document, an entire suite of test cases, or a named program component). In 

addition to the SCIs that are derived from software work products, many software 

engineering organizations also place software tools under configuration control. 

That is, specific versions of editors, compilers, browsers, and other automated tools 

are ―frozen‖ as part of the software configuration. Because these tools were used to 

produce documentation, source code, and data, they must be available when 

changes to the software configuration are to be made. Although problems are rare, 

it is possible that a new version of a tool (e.g., a compiler) might produce different 

results than the original version. For this reason, tools, like the software that they 

help to produce, can be baselined as part of a comprehensive configuration 

management process. 

 



In reality, SCIs are organized to form configuration objects that may be cataloged 

in the project database with a single name. A configuration object has a name, 

attributes, and is ―connected‖ to other objects by relationships, the configuration 

objects, DesignSpecification, DataModel, ComponentN, SourceCode, and 

TestSpecification are each defined separately. However, each of the objects is 

related to the others as shown by the arrows. A curved arrow indicates a 

compositional relation. That is, DataModel and ComponentN are part of the object 

DesignSpecification. A double-headed straight arrow indicates an interrelationship. 

If a change were made to the SourceCode object, the interrelationships enable you 

to determine what other objects (and SCIs) might be affected. 

 

SCM Process 

The software configuration management process defines a series of tasks that have 

four primary objectives: (1) to identify all items that collectively define the 

software configuration, (2) to manage changes to one or more of these items, (3) to 

facilitate the construction of different versions of an application, and (4) to ensure 

that software quality is maintained as the configuration evolves over time. 

A process that achieves these objectives need not be bureaucratic or ponderous, but 

it must be characterized in a manner that enables a software team to develop 

answers to a set of complex questions: 

• How does a software team identify the discrete elements of a software 

configuration? 

• How does an organization manage the many existing versions of a program (and 

its documentation) in a manner that will enable change to be accommodated 

efficiently? 

• How does an organization control changes before and after software is released to 

a customer? 

• Who has responsibility for approving and ranking requested changes? 

• How can we ensure that changes have been made properly? 

• What mechanism is used to apprise others of changes that are made? 

These questions lead to the definition of five SCM tasks—identification, version 

control, change control, configuration auditing, and reporting—illustrated in Figure 

22.4. Referring to the figure, SCM tasks can viewed as concentric layers. SCIs 

flow outward through these layers throughout their useful life, ultimately becoming 

part 



 

 

of the software configuration of one or more versions of an application or system. 

As an SCI moves through a layer, the actions implied by each SCM task may or 

may not be applicable. For example, when a new SCI is created, it must be 

identified. However, if no changes are requested for the SCI, the change control 

layer does not apply. The SCI is assigned to a specific version of the software 

(version control mechanisms come into play). A record of the SCI (its name, 

creation date, version designation, etc.) is maintained for configuration auditing 

purposes and reported to those with a need to know. In the sections that follow, we 

examine each of these SCM process layers in more detail. 

 

Version Control 
Version control combines procedures and tools to manage different versions of 

configuration objects that are created during the software process. A version 

control system implements or is directly integrated with four major capabilities: (1) 

a project database (repository) that stores all relevant configuration objects, (2) a 

version management capability that stores all versions of a configuration object (or 

enables any version to be constructed using differences from past versions), (3) a 

make facility that enables you to collect all relevant configuration objects and 

construct a specific version of the software. In addition, version control and change 

control systems often implement an issues tracking (also called bug tracking) 

capability that enables the team to record and track the status of all outstanding 

issues associated with each configuration object. 



A number of version control systems establish a change set—a collection of all 

changes (to some baseline configuration) that are required to create a specific 

version of the software. Dart [Dar91] notes that a change set ―captures all changes 

to all files in the configuration along with the reason for changes and details of 

who made the changes and when.‖ A number of named change sets can be 

identified for an application or system. This enables you to construct a version of 

the software by specifying the change sets (by name) that must be applied to the 

baseline configuration. To accomplish this, a system modeling approach is applied. 

The system model contains: (1) a template that includes a component hierarchy 

and a ―build order‖ for the components that describes how the system must be 

constructed, (2) construction rules, and (3) verification rules. A number of different 

automated approaches to version control have been proposed over the last few 

decades. The primary difference in approaches is the sophistication of the 

attributes that are used to construct specific versions and variants of a system and 

the mechanics of the process for construction. 

 

Change Control 
The reality of change control in a modern software engineering context has been 

summed up beautifully by James Bach [Bac98]: Change control is vital. But the 

forces that make it necessary also make it annoying. We worry about change 

because a tiny perturbation in the code can create a big failure in the product. But it 

can also fix a big failure or enable wonderful new capabilities. We worry about 

change because a single rogue developer could sink the project; yet brilliant ideas 

originate in the minds of those rogues, and a burdensome change control process 

could effectively discourage them from doing creative work. 

Bach recognizes that we face a balancing act. Too much change control and we 

create problems. Too little, and we create other problems. For a large software 

project, uncontrolled change rapidly leads to chaos. For such projects, change 

control combines human procedures and automated tools to provide a mechanism 

for the control of change. The change control process is illustrated schematically in 

Figure 22.5. A change request is submitted and evaluated to assess technical merit, 

potential side effects, overall impact on other configuration objects and system 

functions, and the projected cost of the change. The results of the evaluation are 

presented as a change report, which is used by a change control authority (CCA)—

a person or group that makes a final decision on the status and priority of the 

change. An engineering change order (ECO) is generated for each approved 

change. 

The ECO describes the change to be made, the constraints that must be respected, 

and the criteria for review and audit. The object(s) to be changed can be placed in a 



directory that is controlled solely by the software engineer making the change. A 

version control system (see the CVS sidebar) updates the original file once the 

change has been made 

 

 

the object(s) to be changed can be ―checked out‖ of the project database 

(repository), the change is made, and appropriate SQA activities are applied. The 

object(s) is (are) then ―checked in‖ to the database and appropriate version control 

mechanisms are used to create the next version of the software. These version 

control mechanisms, integrated within the change control process, implement two 

important elements of change management—access control and synchronization 

control. Access control governs which software engineers have the authority to 

access and modify a particular configuration object. Synchronization control helps 



to ensure that parallel changes, performed by two different people, don’t overwrite 

one another. 

You may feel uncomfortable with the level of bureaucracy implied by the change 

control process description shown in Figure 22.5. This feeling is not uncommon. 

Without proper safeguards, change control can retard progress and create 

unnecessary red tape. Most software developers who have change control 

mechanisms (unfortunately, many have none) have created a number of layers of 

control to help avoid the problems alluded to here. 

Prior to an SCI becoming a baseline, only informal change control need be applied. 

The developer of the configuration object (SCI) in question may make whatever 

changes are justified by project and technical requirements (as long as changes do 

not affect broader system requirements that lie outside the developer’s scope of 

work). Once the object has undergone technical review and has been approved, a 

baseline can be created.5 Once an SCI becomes a baseline, project level change 

control is implemented. Now, to make a change, the developer must gain approval 

from the project manager (if the change is ―local‖) or from the CCA if the change 

affects other SCIs. In some cases, formal generation of change requests, change 

reports, and ECOs is dispensed with. However, assessment of each change is 

conducted and all changes are tracked and reviewed. 

When the software product is released to customers, formal change control is 

instituted. The formal change control procedure has been outlined in Figure 22.5. 

The change control authority plays an active role in the second and third layers of 

control. Depending on the size and character of a software project, the CCA may 

be composed of one person—the project manager—or a number of people (e.g., 

representatives from software, hardware, database engineering, support, 

marketing). The role of the CCA is to take a global view, that is, to assess the 

impact of change beyond the SCI in question. How will the change affect 

hardware? How will the change affect performance? How will the change modify 

customers’ perception of the product? How will the change affect product quality 

and reliability? These and many other questions are addressed by the CCA. 

 

Configuration Audit 
Identification, version control, and change control help you to maintain order in 

what would otherwise be a chaotic and fluid situation. However, even the most 

successful control mechanisms track a change only until an ECO is generated. 

How can a software team ensure that the change has been properly implemented? 

The answer is twofold: (1) technical reviews and (2) the software configuration 

audit. The technical review focuses on the technical correctness of the 

configuration object that has been modified. The reviewers assess the SCI to 



determine consistency with other SCIs, omissions, or potential side effects. A 

technical review should be conducted for all but the most trivial changes. A 

software configuration audit complements the technical review by assessing a 

configuration object for characteristics that are generally not considered during 

review. The audit asks and answers the following questions: 

1. Has the change specified in the ECO been made? Have any additional 

modifications been incorporated? 

2. Has a technical review been conducted to assess technical correctness? 

3. Has the software process been followed and have software engineering 

standards been properly applied? 

4. Has the change been ―highlighted‖ in the SCI? Have the change date and change 

author been specified? Do the attributes of the configuration object reflect the 

change? 

5. Have SCM procedures for noting the change, recording it, and reporting it been 

followed? 

6. Have all related SCIs been properly updated? 

In some cases, the audit questions are asked as part of a technical review. 

However, when SCM is a formal activity, the configuration audit is conducted 

separately by the quality assurance group. Such formal configuration audits also 

ensure that the correct SCIs (by version) have been incorporated into a specific 

build and that all documentation is up-to-date and consistent with the version that 

has been built. 
 

CONFIGURATION MANAGEMENT FOR WEBAPPS 

Earlier we discussed the special nature of Web applications and the specialized 

methods (called Web engineering methods7) that are required to build them. 

Among the many characteristics that differentiate WebApps from traditional 

software is the ubiquitous nature of change. WebApp developers often use an 

iterative, incremental process model that applies many principles derived from 

agile software development. Using this approach, an engineering team often 

develops a WebApp increment in a very short time period using a customer-driven 

approach. Subsequent increments add additional content and functionality, and 

each is likely to implement changes that lead to enhanced content, better usability, 

improved aesthetics, better navigation, enhanced performance, and stronger 

security. Therefore, in the agile world of WebApps, change is viewed somewhat 

differently. 



If you’re a member of a WebApp team, you must embrace change. And yet, a 

typical agile team eschews all things that appear to be process-heavy, bureaucratic, 

and formal. Software configuration management is often viewed (albeit 

incorrectly) to have these characteristics. This seeming contradiction is remedied 

not by rejecting SCM principles, practices, and tools, but rather, by molding them 

to meet the special needs of WebApp projects. 

 

Dominant Issues 
As WebApps become increasing important to business survival and growth, the 

need for configuration management grows. Why? Because without effective 

controls, improper changes to a WebApp (recall that immediacy and continuous 

evolution are the dominant attributes of many WebApps) can lead to: unauthorized 

posting of new product information, erroneous or poorly tested functionality that 

frustrates visitors to a website, security holes that jeopardize internal company 

systems, and other economically unpleasant or even disastrous consequences. 

 

The general strategies for software configuration management (SCM) described in 

this chapter are applicable, but tactics and tools must be adapted to conform to the 

unique nature of WebApps. Four issues [Dar99] should be considered when 

developing tactics for WebApp configuration management. Content. A typical 

WebApp contains a vast array of content—text, graphics, applets, scripts, 

audio/video files, forms, active page elements, tables, streaming data, and many 

others. The challenge is to organize this sea of content into a rational set of 

configuration objects1 and then establish appropriate configuration control 

mechanisms for these objects. One approach is to model the WebApp content 

using conventional data modeling techniques, attaching a set of specialized 

properties to each object. The static/dynamic nature of each object and its projected 

longevity (e.g., temporary, fixed existence, or permanent object) are examples of 

properties that are required to establish an effective SCM approach. For example, 

if a content item is changed hourly, it has temporary longevity. The control 

mechanisms for this item would be different (less formal) than those applied for a 

forms component that is a permanent object. 

 

People. Because a significant percentage of WebApp development continues to be 

conducted in an ad hoc manner, any person involved in the WebApp can (and often 

does) create content. Many content creators have no software engineering 

background and are completely unaware of the need for configuration 

management. As a consequence, the application grows and changes in an 

uncontrolled fashion. 



Scalability. The techniques and controls applied to a small WebApp do not scale 

upward well. It is not uncommon for a simple WebApp to grow significantly as 

interconnections with existing information systems, databases, data warehouses, 

and portal gateways are implemented. As size and complexity grow, small changes 

can have far-reaching and unintended effects that can be problematic. Therefore, 

the rigor of configuration control mechanisms should be directly proportional to 

application scale. 

Politics. Who ―owns‖ a WebApp? This question is argued in companies large and 

small, and its answer has a significant impact on the management and control 

activities. In some instances Web developers are housed outside the IT 

organization, creating potential communication difficulties. Dart [Dar99] suggests 

the following questions to help understand the politics associated with Web 

engineering: 

• Who assumes responsibility for the accuracy of the information on the website? 

• Who ensures that quality control processes have been followed before 

information is published to the site? 

• Who is responsible for making changes? 

• Who assumes the cost of change? 

The answers to these questions help determine the people within an organization 

who must adopt a configuration management process for WebApps. Configuration 

management for WebApps continues to evolve (e.g., [Ngu06]). A conventional 

SCM process may be too cumbersome, but a new generation of content 

management tools that are specifically designed for Web engineering has emerged 

over the past few years. These tools establish a process that acquires existing 

information (from a broad array of WebApp objects), manages changes to the 

objects, structures it in a way that enables it to be presented to an end user, and 

then provides it to the client-side environment for display. 

 


